Phishing Attacks Quiz
Directions: Chose the best answer to each question.
1.  What kind of phishing involves targeting a CEO?
a. Quishing
b. CEOshing
c. Whaling
d. Vishing

2.  Which kind of phishing happens over social media DM’s?
a. Angler Phishing
b. Quishing
c. Smishing
d. Dishing

3. How can one be sure an email link is legit?
a. It came from your boss/employee
b. It came from a friend
c. It has a legit company in the name of the email
d. Hover the curser over it to see the actual address it links to

4.  Phishing can always be prevented with simple training
a. True
b. False 

5.  Well known organizations cannot fall victim to phishing
a. True
b. False

6.  Why are phishing attacks so hard to prevent?
a. There are many different variations and it’s constantly evolving
b. It relies on manipulating humans to infiltrate a system
c. Numbers and addresses can be spoofed
d. All the Above




7.  What is the difference between spear phishing and whaling?
a. Nothing, it’s the same thing
b. Spear phishing only uses calls while whaling targets CEO’s
c. Spear phishing involves lots of planning and research while whaling is more vague and less specific
d. Spear phishing targets a specific person or organization while whaling targets a high-profile individual

8. Which email is most likely to be part of a phishing attempt?
a. Cheif@microsoft.com
b. Admin@rnicrosoft.com
c. CEO@microsoft.com
d. Secuirty@microsoft.com

9.  Which phishing type involves phone calls?
a. Vishing
b. Voicing
c. Quishing
d. Angler Phishing

10. Which of the following is likely a phishing attempt?
a. A text saying you must pay a fee in order to get your package delivered
b. An email telling you that you need to reset your amazon password urgently
c. A text accusing you of breaking the law threatening an arrest warrant if you do not pay off a fine
d. All the Above
